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Compliance Testing
Compliance testing, also called conformance testing is a test or an assessment done to determine if a system meets the set standards or the required regulations (Stabnow et al., 2018). The most significant aspect of compliance testing is to establish the strength of a system against any external threats that may infiltrate it. This paper elaborates on how compliance testing is intended for assessing security aspects of a system, how it is done and any drawbacks that it may have in this regard.
Compliance testing tests security aspects of a system to ensure that the system is not vulnerable to any external risks or threats that may access it or destabilize it and lead to loss of critical information. This assessment is able to uncover any loopholes within the system and enable timely fixing in order to improve the security elements for proper functioning of the system. It is done by testing the critical elements and functionalities of the entire system. 
Compliance testing is done through vulnerability scanning by use of automated software to test established vulnerability features (Tejerina, Veney & Jhanwar, 2015). There can also be use of penetration testing by simulating a potential attack, risk assessment that examines risks observed within the organization or the system, security auditing, ethical hacking of the system by the organization itself, and posture assessment which employs a multiple of the mentioned techniques above. 
Drawbacks of compliance testing includes: the testing tools may be too expensive, some testing tools might be limited in function and thus not able to completely assess the vulnerabilities in the system being tested, over-reliance on the testing tools may be a disadvantage because it also requires human intelligence to determine the actual aspects to be tested and the impact they have on the system, and the need o have back-up testing tools may be more costly and overstretch the resources of the organization. 
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